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Executive Summary 

When looking forward to 2030, it is easy to underestimate the potential changes in the 

environment that police work in. Looking backwards, in 2006 Facebook membership 

was first opened to anyone and the iPhone was still a year in the future. The Chinese 

economy was approximately one quarter of its size today. In Australia, John Howard 

was still Prime Minister and the mining boom was in its early days.   

The pace and scale of change out to 2030 will not be smaller. The potential of 

foundational digital technologies, like social networks, connected devices and data 

analytics, are only now starting to be realised – while convergences with other types of 

technology are to be expected. Accompanying the technological change are significant 

social and geo-political changes which will have huge impacts on the way police can 

and should operate.  

The AFP Futures team and the NSC Futures Hub brought over 40 people, and 14 

agencies and organisations, together to consider the plausible directions of change out 

to 2030 and how the AFP needs to evolve to meet the challenges. (Appendix 1 has 

more details). The core focus was how investigative teams on the front line will adapt. 

The AFP, as with other police forces, has successfully adapted to the technological and 

social changes over the last decades. However, the outcome of the research and 

workshops is a near consensus that ongoing incremental changes to the way the AFP 

works will not be enough to ensure the AFP will be able to carry out its core mandate – 

protection of national security, people and infrastructure – in 2030. More substantial 

change, both to structures and culture, is needed. Using technologies, such as 

automation, AI and data analytics, will help but will not be sufficient. As has been the 

case over the past 200 years, police will need trust built on human interaction and its 

core asset will be its police officers.  

In most relevant contexts, we are unlikely to see radical, sharp change in the world but 

rather a continuation and acceleration of existing trends. The major challenge though is 

that the same forces that are creating technological revolutions in economies across 

the globe (and the ‘4th industrial revolution’) are expected to provide criminals – from 

individuals through extensive multi-national enterprises – substantial practical and 

tactical advantages over police forces and governments worldwide. Key trends that we 

anticipate criminals will take advantage of are: 

 Speed of innovation and development of new products (extending into 

chemical and biological spaces) 

 Acting globally from anywhere becomes increasingly simple, with growing 

opportunities to have physical effects at a remote distance 

 Blurring of real and virtual, providing anonymity, deniability and parallel systems 

 Stresses in international and national governance systems, creating greater 

space for lawlessness and criminals to operate 

 Exponential growth in data and potentially relevant evidence 
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For many good reasons, criminals can be more agile and develop new tactics more 

quickly than police. They have more freedom to act without legal, ethical and social 

constraints. However, the answer for police is not to tear up established practices and 

rule books to be able to keep up. Legal backing and social trust are essential to police 

effectiveness and ethical shortcuts may deliver short term wins at a significant long-

term cost.  

With the ongoing social and technological changes, it will be vital that the police focus 

on maintaining trust from the community and working increasingly in collaboration 

rather than by itself. While trust is currently fairly strong, it cannot be taken for granted 

as social expectations and norms are changing quickly. Essentially, the AFP will need to 

think about updating its social contract to maintain its ability to deliver on its mandate.  

The operational front line of the AFP will experience the brunt of the technological and 

social changes. However, the reforms needed to take advantage of the change can’t be 

restricted to operational areas. The whole organisation, and the criminal justice system 

it operates in, needs to adopt world-leading systems and processes so that it provides 

an effective platform that enables police on the front line to keep the Australian 

community safe against today’s, and tomorrow’s, criminals.  

Police on the front line will need to be empowered to apply an ethical framework in 

decision making. They will also rely on a broader and more dynamic range of skills and 

expertise – both from within and outside the AFP. An increasingly empowered and 

diverse workforce will be essential. Clear, highly demarcated responsibilities and 

bureaucratic chains of command will be unable to keep up with change in any 

organisation. Within the AFP, a particular risk is that they will prevent police bringing 

together the necessary capabilities – which may not all be owned by the AFP - for them 

to work effectively. 

Importantly, a key theme of discussion in the workshop process was that delivering a 

safer Australia in 2030 isn’t simply a matter of doing what the AFP is now doing, but a 

more complex environment. There needs to be thought given to prioritisation 

decisions. One good example is the balance between investigation and prosecution 

versus deterrence and disruption. By 2030, local prosecution will likely become 

increasingly difficult and will lose some of its deterrence value in a globalised criminal 

arena. It may be appropriate for police to focus more on deterrence and prevention. 

However, these decisions cannot just be internal AFP deliberations but need to be 

communicated and discussed more broadly as part of the updated social contract to 

ensure community buy-in and trust. 

These themes, updating to a ‘Social Contract 2.0’, building an empowered and diverse 

workforce and developing world-leading systems and processes form the basis of a 

multi-faceted strategy to position the AFP as an effective police force in 2030. The 

following page summarises this as a strategy framework. There is more detail at the 

end of this report.   

 



 

Page | 5 

 

A STRATEGY TO DELIVER THE INVESTIGATIVE TEAM OF 2030 

 

    



 

Page | 6 

 

The world in 2030 

Most expectations around the future of technology are that the ‘convergence’ of 

different technologies will be a dominant driver of change over the next couple of 

decades. One example is the way digital and biological technologies will converge 

through big data, gene editing and increasingly small sensors. One important 

consequence of this convergence is that our traditional boundaries between different 

expertise, skills and industries will no longer hold. Those who best succeed (whether 

organisations or individuals) will be those who can work across different disciplines.  

This blurring of traditional distinctions will typify technological change but also apply 

well beyond. Geo-politics, personal identity, public-private distinctions and even ‘truth’ 

in 2030 will look even more confused and fuzzy from our traditional Australian way of 

thinking.  

Perhaps the most obvious change for police will be the ongoing blurring of concepts 

around sovereignty, borders and jurisdiction and how people operate within them. 

Digital technology increasingly enables people to act in and influence anywhere around 

the world from where they are now. For example, an online action can easily be 

instigated by people in country A, uses servers hosted in country B, has an effect in 

country C and uses software owned by a company in country D. Multiple countries in 

the chain, or none, may claim jurisdiction over these actions.  

Further, people’s loyalties and senses of identity are increasingly fuzzy. The simpler 

understanding of identity as defined primarily with respect to family, community and 

country is being blurred by allegiances to global issues, brands and communities. Police 

need to be alive to these changes as they will impact on the current policing model 

with respect to their ‘contract’ with the community and approval of police actions. 

In the world of geo-politics and strategic competition, the traditional power structures 

and rules are no longer clear as a number of emerging countries are seeking to shape 

them to their own advantage. There is a trend towards a more transactional approach 

across the whole range of national interests, in developed and developing countries, 

with traditional alliances and values counting for less than partners of interest on a 

particular issue today. The traditional Western application of the rules that govern war 

and govern peace are also increasingly less relevant – as many countries operate with a 

concept of competition that falls somewhere between the two.  

Moreover, the expectation that growing education and prosperity will give rise to a 

freer, more democratic world is looking less likely. Education and prosperity, in 

combination with digital and surveillance technologies, is empowering authoritarian 

regimes worldwide and contributing to political instability in countries from Africa and 

South East Asia to Western Europe. The combination of poverty, individual and group 

empowerment, and historical political and religious grievances means that unrest and 

violence will continue across the globe and in our region.  
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In the sphere of security, there is increasing ambiguity over who actually are adversaries 

and criminals. Many governments have increasingly useful, but deniable, relationships 

with criminals and semi-legitimate businesses. The dual uses of technology means that 

it is hard to identify those with legitimate interests and those with criminal interests. 

The ease of digital activity across borders means that an action may be legal at one end 

and illegal at the other – with all the ambiguities that arise from that.  

There is an increasing blurring of roles, even within Western democracies, between 

government institutions and the private sector. In some places, private companies are 

providing basic infrastructure and servicesi while government agencies are increasingly 

providing services on a commercial basis.  

Most obviously in our current environment, there is the ongoing controversies over the 

nature of facts, truth and trustworthy information. ‘Fake news’ and ‘alternative facts’ are 

symptomatic of these challenges which run parallel to a rapid decline in trust in public 

institutions worldwide. Police are not immune to these forces. For example, the 2018 

Edelman Trust Barometer suggested that when there is a void between truth and 

rumours, it breeds ‘trumours’ where the interpretation of the truth becomes the 

accepted norm. This resonates most heavily with the disenfranchised of society (50% of 

the population) – misinformation is the influential issue of the day.ii 

In the first workshop, the participants expressed their view of where these trends would 

take us by 2030 in headlines. These neatly captures many complexities and concerns, 

and included: 

 It wasn’t me it. It was my avatar! 

 President Zuckerberg pardons himself 

 Trust in government at all time low 

 Heatwave takes out power infrastructure and causes crime spree 

 Artificial intelligence bot prevents a terrorist attack 

 Australia winning arms race in creating and detecting online fakes 

o PM still says sex tape is fake – ASD agrees 

 New species developed in living room – new beer-brewing yeast a success 

A useful model to think through how society, driven by technology, is likely to change 

by 2030 is the concept of a ‘networked society’. iii Instead of a hierarchical organisation 

where individuals place is clear, each person will likely have a network of affiliations, 

loyalties and obligations – only some of which will exist within traditional structures. iv 

This networked structure enables people to exchange information rapidly, organise 

political rallies globally, and defend mutual interests from anywhere. It is based on a 

speed of communication and organisation, often enabled by anonymity that is difficult 

for traditional organisations to track or counter.  

The convergence of technology and evolving capability will provide tremendous 

opportunities for agencies and police forces. Yet the blurring of traditional boundaries, 

and the speed at which events will occur, may usher in unprecedented security 

concerns. v The interconnected world not only provides police the promise of enhanced 
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key capabilities it also imbues their operating environment with escalating nonlinearity, 

complexity and unpredictability.vi  

Crime Inc in 2030 

These two interconnected issues: the convergence of technologies and the blurring of 

traditional categories, provide tremendous opportunities for those who have the 

flexibility and access to the skills necessary to take advantage. Digital start-ups and the 

big tech companies are one group that is likely to prosper. The conclusion of our 

workshop process is that criminals, and particularly well-resourced crime syndicates (i.e. 

the multinationals), are another.  

The more fluid global environment meant that it is easier to see the opportunities that 

criminals will be able to take to grow, increase profits and capitalise on the converged 

technological and social environment. In particular, criminals in 2030 will likely have the 

following advantages: 

 An operating environment in which their greater flexibility in operating models 

gives significant speed in scaling up and down different activities. 

 The ability to scale new ventures rapidly – similar to the rapid scaling of digital 

companies 

 Greater ability and expertise in influencing public/societal thinking and debate 

(digital wildfires/fake news) 

 Disruption of existing and creation of new international networks: supply chains; 

workforces; economies.  

 Superior economic infrastructure surpassing the gross domestic product (GDP) 

of low to middle income countries 

 Multinational structures established in weaker states hinder policing/law 

enforcement 

 Less clear distinctions between governments, businesses and organised crime. 

What is notable is that none of these expected advantages are new, but the 

environment in 2030 is likely to mean that the opportunities will be greater than they 

are today. Moreover, the contrast between the flexibility of criminal enterprises that are 

not subject to legal and ethical oversight, do not have to maintain public support and 

do not have rigid, at times bureaucratic cultures, and those of many police forces is 

likely to grow. In the absence of reform to the way police operate, criminal enterprises 

will have even greater advantages over policing.  
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Opportunities and challenges for police in 2030 

Police, and the AFP in particular, have been at the forefront of dealing with massive, 

and ongoing, changes to their operating environment over the last few decades. From 

a traditional, community focused ‘law and order’ focus, police have adapted to 

operating in a digital world and working globally – still with an aim to keep the local 

community safe. However, these changes are only likely to accelerate over the next 12 

years – potentially reaching a tipping point where traditionally ways of working will be 

unable to continue to adapt sufficiently to be successful.  

The world of 2030 promises great opportunities for police to do their job better, faster 

and more effectively. The convergence of existing, and development of new, 

technologies will open up new investigative techniques, new ways of doing analysis and 

new sources of information. 

To take advantage of these opportunities, the AFP will need to both keep its finger on 

the technological pulse and have sufficient internal skills and knowledge to identify and 

implement new approaches. Keeping track of the trends and opportunities in itself will 

become an increasingly difficult task, let alone having the skills to evaluate and identify 

the promising approaches. The challenge will likely be exacerbated if the current tight 

fiscal environment continues.  

The pace of change means that the role of an AFP police officer will continue to expand 

and blur out to 2030. The core responsibility – protecting the Australian community – 

will continue but the number of different roles will continue to expand. Already there 

are many roles – maintaining public order, fighting crime, alerting and advising and 

helping citizens where necessary and possible. Dependant on the context, the emphasis 

can often move to one role and another, working either locally, nationally and/or in 

international contexts. This requires different policing styles – sometimes soft, 

collaborative and sometimes hard authoritative, command and control responses.  

One of the greatest challenges for police is going to be bridging the gap between 

public expectations and both what the AFP can do and what it considers to be the most 

effective way to operate. Criminals will likely be faster, more flexible and more effective 

in many crimes than today. The public will expect the police to continue to keep them 

safe, but the traditional government response of giving police more power, more data 

and more tools to take criminals down may disenfranchise many in the public, 

particularly given ongoing concerns about privacy and trust. As in many areas of 

government today, much of the public is likely to expect the same level of safety at no 

extra cost to themselves.  

Bridging this gap in expectations will require the AFP to focus on maintaining 

legitimacy and trust and avoiding a division between police and the communities which 

they seek to protect. But this brings policing beyond its traditional focus on delivery 

into areas of ethics, privacy and public opinion - which are not topics police are 
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typically comfortable discussing. It will also require a more robust dialogue and debate, 

including other whole of government, industry and academic input and consideration.  

The blurring of jurisdictions poses a particular problem for policing. Investigations will 

increasingly have an international dimension, which will challenge a police force that 

only has jurisdiction in Australia. The AFP is already at the forefront of ‘police-led 

diplomacy’ shaping and delivering the Australian Government’s international 

engagement agenda with the organisation’s international activities being critical to 

ensuring the safety of Australia and its community. In this operating environment and 

with the continuing escalation of threats, at least 70% of serious criminal threats in 

Australia are expected to have an international dimension.  

The challenge is, and will continue to be, fighting international crime effectively. 

Already, police-led diplomacy through the AFP’s international network focuses on 

prevention and disruption at its source, building strong legal and judicial frameworks 

and relationships across our region and globally. These relationships are not only the 

cornerstone of AFP’s efforts to cripple transnational crime, they also support Australia’s 

broader diplomatic efforts by assisting to stabilise and build resilience in Australia’s 

bilateral and regional relationshipsvii.  

Importantly whilst technologies continue to advance and change the operating 

environment, it does not change policing fundamentally – crimes are still being 

committed. The founding Peelian principles of policing are still vital, but how the police 

put them into practice and are effective in a world of converged technologies is not 

fully clear.  

Operational challenges 

Doing more with less, increased breadth of responsibility, shorter response times, 

intricate operational complexities – these are on the run sheet for any high-end 

organisation from any sector of business. In 2030 these challenges will only be greater, 

alongside the advantages and complexity from increasing technological advancements 

shifting and reducing resources. 

A major challenge for the AFP is that increasing complexity is slowing down its ability to 

achieve results, while the operational environment demands faster responses. For 

example, the average time for a single foreign bribery investigation is now seven and a 

half years, with some investigations of this kind taking up to and over 10 years.viii 

Complex, international investigations like this are only likely to increase but they will 

present significant challenges to resourcing. In addition to an increase in demand, 

internal and external expectations will be that police ‘finish’ these investigations more 

rapidly and with demonstrable results.  

A second big challenge is that one, national law enforcement agency will have a 

decreasing share of the capabilities, access and information required for successful 

investigations. More complex, digital-enabled crimes require more data sources and 
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greater technical skills. Achieving successful investigations in this context will require a 

greater need for effective partnerships with a broad range of different organisations.  

A good example of the challenges is the issue of mutual assistance between foreign law 

enforcement agencies. This is a difficult, lengthy process that often takes 12 to 18 

months. In urgent cases this can be expedited far more quickly, and this does occur, but 

the AFP in 2030 will not be able to be effective if it is continually waiting over a year for 

important information.  

A further challenge around data is the changing nature of what information is available 

to collect and its usefulness. Compared to any time in the past, police investigations are 

grappling with a flood of data and information. However, with the growth in encryption 

and greater awareness and sophistication amongst criminals (including some avoiding 

digital communication altogether), the useful and relevant information is getting harder 

to access. The techniques that the current generation of investigators are most familiar 

with will have to change as the volume and type of data available changes. It is likely to 

be a mix of cutting-edge data mining and older approaches from before ubiquitous 

phones and digital communications.  

The investigative team of 2030 

Today, in the AFP, an investigation is defined as “an objective search for the truth by 

the discovery and presentation of evidence in an exhaustive, comprehensive and 

organised manner.”ix This definition is relevant in all areas of police work and is unlikely 

to change out to 2030 – particularly as it is a core skill that underlies all types of police 

work. What will change, however, are the skills, capabilities and types of teams needed 

for successful searches for the truth.  

The changes can be most easily seen if we look at how an AFP investigative team works 

today and what we expect will be needed in 2030. Today, teams are mostly made up of 

AFP employees, usually sworn officers, with a few specialists seconded in from other 

areas or agencies if needed. All the specialist skills needed, like forensics, digital skills, 

and intelligence analysis are sourced from other specialist teams within the AFP – in 

competition with all other investigations going on. These teams are typically structured 

on a traditional hierarchy, with significant decisions requiring clearance from seniors.  

This model depends on a number of key assumptions that are unlikely to still hold in 

2030. The first is that the AFP, or government agencies more broadly, will be able to 

develop and maintain the technical capabilities needed to investigate any relevant 

crime. The explosion in technology and the rapid pace of change means that keeping 

on the cutting edge will require exponentially greater investments – which government 

agencies will not be able to commit.  

The second is that the AFP will be able to train and retain the people and skills it will 

need to succeed in rapid, digitally focused investigations with huge amounts of data in 

short time frames. The pace of change and competitions for similar skills across the 
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whole economy, plus the requirements for skills outside the cultural expectations for 

police suggest that the AFP, and other agencies, are unlikely to be able to keep up.   

A third assumption is that an Australian police force will normally be able to access 

(with appropriate warrants and conditions) all the information that is relevant to an 

investigation – if they can get their hands on it. However, an increasingly global, digital 

world means that vast amounts of relevant data are located overseas and often 

controlled by various corporations with no requirements to adhere to Australian law. 

A fourth assumption is that, by and large, investigations rely on human effort to 

investigate and sift through most evidence. This is increasingly difficult when already a 

typical household can have terabytes of saved data on various computers and other 

devices – which could take humans months to sift through. While these processes are 

increasingly relying on digital techniques, the scope and admissibility of these in court 

is still to be tested.  

Given the changes expected in these four areas, an effective investigative team in 2030 

will likely need to be built around a small number of sworn officers who exercise the 

necessary police powers but equally have a management, coordination and guidance 

role, including maintaining best practice. A digital or data analyst will be likely needed 

in every team, plus a specialised intelligence analyst. Secondees from other agencies 

and, more often, the private sector will likely be the norm as they will have the skills and 

capabilities that the AFP cannot develop and maintain itself. External skills specialists 

will also be routinely required – and teams will be increasingly geographically 

dispersed. 
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Steps towards effective investigations in 2030 

Achieving this, however, is not simply a matter of changing a few organisational 

structures and changing the staffing on teams. The ways that frontline teams can and 

do operate are shaped and constrained by the whole organisation. The range of 

strategies needed has been grouped here into three parts: 

 Social Contract 2.0 

 World-Leading Systems and Processes 

 Empowered and Diverse Workforce 

This section will set out the case for change and scope of changes required in each of 

these three. The following section will summarise this and provides some 

recommendations as to immediate steps the AFP can consider. Turning this framework 

into an effective strategy will require further work to flesh out details and ensure the 

recommendations will be the most effective within the current organisation.  

Social Contract 2.0 

As noted, a core challenge for police forces will be to maintain trust and legitimacy with 

the public and political leaders in a more difficult and complex operating environment. 

Police in Australia have maintained a strong level of trust to date, but this cannot be 

taken for granted as public trust cannot be taken for granted. Achieving this, which we 

have labelled the “Social Contract 2.0”, will require continual effort and a focus on 

demonstrating competence, trustworthiness and continual engagement. Current 

practice requires updating if the AFP is to stick to the Peelian Principle that an ethical 

police force is one founded on the basis that the power of police comes from the 

common consent of the public, as opposed to the power of the state.x 

In the more fluid, international world the role and value of police – and particularly a 

federal organisation like the AFP – will be less settled and more contested than it has 

been. The experience of some police forces in the US, where large sections of the 

community actively see them as dangerous and even as an enemy, is the potential 

future if the AFP does not work with the public. Instead, the AFP will need to focus on 

understanding clearly the value it brings to Australia, communicating this value 

proposition and delivering on it.  

While determining this will necessarily be an ongoing, iterative process – continuing the 

future focused work and conversations captured through this report will be important 

to this – there are some core components. Very important will be a focus on ethics, 

respect for privacy, more open communication and transparency. More digital 

technology and media have changed people’s expectations and trust thresholds. More 

information is easily to share, so it has become a higher expectation. Trust is placed less 

in official authorities and more in those who communicate clearly and come across as 

credible. While the AFP is well placed to achieve much of this, it will require ongoing 
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cultural change as it runs against traditional police culture and training, which has 

prioritised secrecy and not trusting outsiders.  

One significant necessary whole of organisation change to deliver trust and legitimacy 

is shifting the mindset from a purely responsive organisation to one that is more 

proactive in broader policy and public considerations – without overstepping its role 

within the government system.  

Police need to inform and influence the strategic conversations on the evolving nature 

of new and emerging technological crimes as they have highly relevant expertise and 

are the closest to the emerging issues. In the past, slower pace of technological 

development and adoption allowed time for social norms, policies and education, and 

ethics to adapt. The current phase of acceleration is placing strain on these domains 

and potentially creating novel security threats with profound consequencesxi. This is 

important both to ensuring the AFP can be effective on its mandates as it isn’t asked to 

things that are not possible, but also to ensure trust and legitimacy as it is a reliable 

source of information and truth.  

More broadly, policing experts could provide a range of useful advice to the public and 

politicians, however there is little or no tradition of engagement in public debate – 

unlike say defence experts. This depends on both having the right people involved in 

the right discussions and a commitment to the right sort of research and policy advice 

to inform policy discussions. Whilst pockets of excellence exist within the AFP, there is 

also greater potential to leverage existing platforms to exploit education via social 

media platforms and the public and becoming more adept at influencing the broader 

strategic conversation. 

During the workshops AFP legitimacy was seen as a value in need of protection by 

several participants. One problem for the AFP is that their legitimacy is inextricably 

linked to perceived legitimacy of government and not an entity with a degree of 

autonomy from direct political control, in the way that other police services in other 

countries have been established. Thus perceptions of AFP legitimacy are likely to be 

strongly influenced by factors over which the AFP has no controlxii. 

A highly practical but also necessary part of this change of social contract will be 

encouraging and enabling investigative teams to work in closer partnerships across and 

outside governments. It is expected that private industry will be an essential partner for 

the exchange of data and exchange of expertise, and creating economies of scale for 

both sides. It seems likely that no investigation would commence without such partners 

at the investigative briefing table. This is often referred to as a ‘hybrid’ model of 

policing but doing this effectively requires specialised skills that the typical police 

officer in 2018 does not have.  

The AFP cannot rely on individual teams to set up partnerships and models for making 

them effective. Significant work is required to set up agreements, governance, trust and 

precedent for effective partnerships to be possible. This can only be done efficiently at 

the whole of organisation level, otherwise you will get the situation where multiple 
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different areas within the AFP are all working on the same partnerships, both 

duplicating effort and likely frustrating potential partners. A whole of AFP commitment 

to a focussed partnership strategy is needed to enable investigative teams to be 

effective in 2030. 

World-Leading Systems and Processes 

The organisational structures, legal systems and technological solutions put in place in 

the twentieth century are proving to be increasingly unsuitable for the networked 

society and organisations that are coming to define the first half of the twenty-first 

century. The teams at the front-line, particularly the investigative teams in the AFP, are 

those who are most caught between societal realities and the organisation and systems 

they operate within.  

Investigative teams need new and world-leading systems and processes, across the 

whole of the AFP, broader criminal justice system and legislation, to enable them to do 

their job better. As already noted, trust and legitimacy are critical to policing, so these 

updates should not be simply focused on removing inefficiencies and barriers as this 

can easily lead to removing due process protections and eroding ethical boundaries.  

The most obvious need for the AFP, and every other organisation, is to be empowered 

by and up to date with changing technology. Given the pace of technological change, 

this means that the AFP needs to rapidly develop and keep track of new technologies. 

However, existing approaches to technology acquisition, both within the AFP and 

across government agencies, is typically slow and have multi-year lead times. There is 

also little proactive work and thought on what technologies will be needed in the 

future. It tends to be reactive and always trying to fill gaps. An agile and forward-

looking approach to technology acquisition is needed. 

Another crucial component to effective policing are the laws, legal frameworks and 

processes in which the AFP operates. These have predominantly been developed 

before the digital era and many will no longer be fit for purpose in the near future. A 

regular point of discussion within the workshops was how existing the existing criminal 

justice system, and particularly courts, are already out of date and a major constraint on 

effective police work. For example, rules of evidence that focus on physical documents 

seem almost quaint in a modern world where terabytes of data are routine in any 

investigation. While outside the scope of AFP responsibility, legal and court reform will 

be needed and all police forces should be seeking to inform that debate.  

There are many parts to organisational structures and processes that are built on sound 

principles but may be counter-productive or an unnecessary hindrance into the future – 

particularly as the need to move quickly will only increase. The AFP can commit to an 

ongoing effort to improving internal processes and removing no longer needed 

bureaucratic impediments to delivering on its missions. This will require a concerted 

effort to understand the problems they are causing for police and providing evidence 

for where change is needed. The typical investigative team and AFP employee is well 
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aware of many of the frustrations, but an effective process is needed to pool these 

insights and design new approaches to maintain standards, ethics and probity without 

adding unnecessary frustrations and impediments to daily work.   

An Empowered and Diverse Workforce 

The AFP’s core resource has been and will remain its people out to 2030. Technologies 

such as artificial intelligence, at least on this time scale, will only augment human 

capabilities. Most notably, a rapid shift to technology rather than people will most likely 

exacerbate all the likely issues with trust and legitimacy, making the AFP’s people 

critical both in being effective in day to day investigations and building the new social 

contract for the more fluid, networked world.  

However, current approaches to recruitment and development of police officers tend 

not to produce officers who can be agile across the business and who can work in 

multi-disciplinary environments. There remains a ‘mould’ of a police officer that 

precludes the diversity of perspective and thought and many of the skills necessary for 

a highly effective police force in 2030. The AFP’s increasingly diverse future workforce 

will need to strongly identify with a Principled Policing approach based on Peelian 

values and principles within an ethical framework. 

The focus on bridging this gap will need to be a concerted effort by the AFP in 

analysing recruit practices, training systems, and career pathways for officers from 

recruit, through to career aspirations of officers.  One goal should be to take a more 

strategic approach to recruitment and training that considers whole of organisation 

needs into the future. This should be complemented in turn by a coherent and diverse 

set of career development pathways to ensure that officers’ talents and skills are built 

and developed for the new policing environment.  

Protecting people and infrastructure in the future against fast changing and 

technologically sophisticated threats will require different ways of working for police, 

and other agencies. There will be limited time for traditional command and control 

structures and relying overly on internal capabilities will more often lead to failure. 

Leadership within the AFP needs to change to focus more on bringing divergent skills, 

people and capabilities together to quickly achieve outcomes. This requires a culture 

built on an improved model of leadership that equips and empowers leaders at all 

levels to make good, effective and ethical decisions – and for leaders to be adept at 

identifying the capabilities needed to solve the problem they have now.  
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A strategy for success in 2030 

Taken together, these steps will form a strategy for a trusted, ethical fast-moving and 

effective AFP into the future. The following sections summarise the key components of 

the strategy and some suggested actions for today that will help deliver the goals.  
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Social Contract 2.0 

Summary: 

The future environment will place greater stresses on the relationship between police 

and the community. Trust is vital for police to be effective – and the AFP needs to 

actively work on maintaining community trust – both in what it does and how it 

communicates. Its approach will require continual updates to ensure there is an 

effective Social Contract 2.0. 

What police can do and how they can keep the Australian community safe will continue 

to change. However, police rarely have a strong influence on the community narratives 

around safety and expectations. To establish the new social contract, the AFP needs to 

be proactive in explaining how things have changed and what is possible. 

Critical to this, and ongoing effectiveness, are the partnerships the AFP has with other 

agencies, the private sector and the community. The AFP has many strong partnerships, 

but it tends to be ad hoc done individually across the AFP by individual teams. A 

coordinated approach to significant partnerships will help build trust with potential 

partners, reduce duplication and help establish working in partnership as a standard 

way of working in the AFP.  

Suggested Actions: 

A strategic approach to building trust and legitimacy with the community, including by: 

 establishing an ethics framework similar to the College of Policing in the UK. 

 working with other agencies to actively research and explore the effects of 

increased use of technology on public perceptions of legitimacy and trust.xiii  

 ongoing futures forums/workshops to understand and influence internal 

understanding of external operating environment requirements. 

An active attempt to better influence broader conversations, within the AFP’s mandates, 

including: 

 greater support from the AFP for relevant public research. 

 ongoing encouragement for former senior police to take a public role in 

addressing important issues (similar to Defence). 

 concerted internal AFP focus on explaining the role and importance of policing 

to the public in clear and compelling ways.  

A whole of AFP approach to building partnerships with private and other sectors, 

including: 

 a ‘living’ enterprise partnership strategy primarily for industry partners with a 

focus on corporate social responsibility, with regular meeting or forums.  

 an internal review to identify existing partnerships and priority new partners 

across the whole organisation.   
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World Leading Systems and Processes 

Summary: 

To keep on top of technology changes and take advantage of the opportunities, the 

AFP needs to ensure that all systems and processes are fit for purpose and effective. 

This includes the technological platforms and capabilities, bureaucratic and people 

processes and the legal and broader criminal justice frameworks the AFP operates 

within. The key requirement is to balance speed and agility with high quality decision 

making and maintaining trust.  

The AFP, like all modern organisations, needs a flexible and iterative approach to 

technology acquisition that builds and deepens capabilities rather than just delivers 

large projects. The new approach needs flexibility to quickly adapt to and adopt new 

technologies. 

The broader legal, bureaucratic and regulatory environments mostly developed in a 

period before ubiquitous communications technology and before big data. To 

operative effectively in the new environment, the legal and bureaucratic frameworks 

need to be reformed, without reducing necessary accountability. A particular concern 

through the workshops is the existing court and criminal justice system, which appears 

to be only adjusting very slowly to significant modern technology.  

Suggested Actions: 

Trial more flexible, adaptive approaches to acquiring technology rather than solely 

focusing on large projects.  

More coordinated partnership-based strategic business planning internally and 

externally (whole of government) along with coordinated budgeting and investment. 

Consideration of further work and research on the downstream impact of increased 

investigative efficiencies based on technology on the criminal justice system. 

Begin an ongoing, collaborative process of collecting frustrations with existing 

processes – internal, with other agencies, and with courts - from investigative teams 

and identifying areas for improvement and reform.  
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Empowered and Diverse Workforce 

Summary: 

The changing nature of the criminal environment and the new types of investigative 

teams needed mean that the skills required in the AFP workforce need to change and 

be continually updated. This requires a careful examination of who the AFP is recruiting 

for what reasons and ensuring that there is a structured career pathway regime to 

ensure the right people are being trained and retained.  

The traditional command and control approach to policing will increasingly be a 

hindrance in many areas of policing as the broader environment becomes faster, more 

fluid and more ambiguous. New approaches to leadership that empowers police 

officers to make ethical decisions without first seeking a higher authority, brings diverse 

resources and skills together and maintains trust are needed. 

Suggested Actions: 

Develop and publish a new framework for leadership in the AFP and integrate the new 

framework into training and recruitment decisions, particularly in leadership positions. 

Review internal clearance and decision-making processes to ensure they are consistent 

with the desired leadership model. 

Establish a whole of organisation, forward looking strategy to build on internal 

investigative capability by bringing in and developing necessary skills – including clearly 

structured development pathways for existing staff.  

Consider recruitment standards at all levels to ensure future employees will be able to 

thrive in a changing team environment.  
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Appendix 1: Participants and the workshop process 

Participants  

The AFP and the ANU would like to acknowledge all of the participants who 

contributed to the three workshops that informed this report. The key note speakers, 

including Mr Rory Medcalf, Mr Alastair MacGibbon and Mr Marc Goodman, provided 

critical and challenging insights and emphasised the continuous and elevated speed of 

change in the operating environment.  

A special thank you to Professor Clive Harfield for his frank and fearless insights and 

discussions with the AFP and ANU Futures project team. The overall collaboration 

shown as part of this body of work not only reaffirms the importance of Futures 

dialogue in framing long term strategy, but now focuses the AFP on key consequential 

issues of focus going forward. 

The participating agencies included:  

 Australian Institute of Police Management  

 Australian Border Force  

 Australian Federal Police  

 Australian Criminal Intelligence Commission  

 Defence Science Technology Group  

 Australia and New Zealand Policing Advisory Agency  

 Rand Australia  

 ANU College of Engineering and Computer Science  

 Attorney-General’s Department  

 Department of Home Affairs  

 Department of Foreign Affairs and Trade  

 Department of the Environment and Energy  

 Data61  

 Telstra  

 University of Queensland  

 

The workshop process 

The Futures Capability Team, Australian Federal Police (AFP) and the Futures Hub, 

National Security College, Australian National University, undertook a series of three (3) 

workshops to consider the topic: The investigative team of 2030 – digital convergences 

and the way police do business, May to July 2018.  

This was a continuation of the AFP’s thinking and ongoing efforts from the release of 

Policing for a safer Australia – Strategy for Future Capability (Futures Paper) in 

December 2017, setting out key strategy focuses to ensure the AFP’s investigative 

organisational adaptability, in a digitally converged world in 2030. It also built on a 
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senior leadership discussion and exploration of future risks, particularly technological 

risks, in February 2018.  

The workshops stepped participants through a number of different stages to help 

explore the differences in the world in 2030 and what the AFP should be doing now in 

response. The key questions that were tackled were as follows: 

Workshop 1 

 What will the world (that police and other agencies operate in) be like be 2030? 

How might it be different to today? 

 What are the opportunities and challenges for police (blue team) or for a major 

transnational crime syndicate (red team) in 2030? 

 Comparing the red and blue teams’ analyses, what are the implications for 

policing, including second and third order implications? 

 

Workshop 2 

 What will be the opportunities in 2030 that investigations can take advantage 

of? What will be the challenges? 

 What does the AFP need to change to be able to take advantage of the 

opportunities and address the challenges? 

Workshop 3 

 Given the range of ideas for action already discussed, what is a plan for the AFP 

to achieve the required changes over the next 12 months, 3 years and beyond? 
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